BO GIAO THONG VAN TAI CONG HOA XA HQI CHU NGHIA VIET NAM

CUC HANG HAI VIET NAM Péoc 1ap - Tw do - Hanh phiic
sé: 1142 JCHHVN-KHCNMT Ha Néi, ngay 28 thdng 3 ndm 2023
V/v canh bao cac 16 hong bao mat thang
3 nam 2023.
Kinh gui:

- Cac don vi truc thudc.
- Cong ty TNHH MTYV Thong tin di¢n tir hang hai Viét Nam.

Cuc Hang hai Viét Nam nhan dugc thong tin canh bao vé nguy co tan cong
mang lién quan téi cac 16 hong bao mat trong cac san pham ciia Microsoft
(Microsoft Outlook, Windows SmartScreen, HTTP Protocol Stack, Internet
Control Message Protocol, Microsoft Excel, Windows DNS Server). Cac 15 hong
bao mat nay cho phép dbi tuong tan cong thuc thi ma tir xa.

Pé bao dam an toan thong tin mang cho Hé théng cong nghé thong tin cta
Cuc Hang hai Viét Nam va cac don vi truc thudc, Cuc Hang hai Viét Nam yéu
cau Cong ty TNHH MTV Théng tin dién tir hang hai Viét Nam va cac don vi truc
thudc chu dong thuc hién cac bién phap sau:

1. Kiém tra, ra soat va xac dinh may tinh, may chu str dung Hé diéu hanh
Windows c6 kha niang bi tin cong theo danh sach cac 16 hong bao mat tai Phy luc
guri kém theo. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tin cong.

2. Tang cudng gidm sat va sin sang phuong an xur ly khi phét hién cé dau
hiéu bi khai thac, tin cong mang; dong thoi thudng xuyén theo ddi kénh canh bao
Clia cac co quan chirc nang vé an toan thong tin dé phat hién kip thoi cac nguy co
tan cong mang. Trudng hop can thiét, lién hé véi Trung thm Cong nghé thong tin
- Bo Giao thong van tai (dng Dwong Pinh Trung - s6 dién thoai 0985366388) va
cac co quan chirc nang vé an toan, an ninh mang dé duoc hd tro xu ly.

Cuc Hang hai Viét Nam yéu cau céac don vj trién khai thue hién./.

Noi nhin: 12— KT CucC TRUONG
- Nhu trén; , 0

- Cuc trudng (dé b/c):
- Luu: VT, KHCNMT.

| Nguyen Hoang



PHU LUC

Théng tin vé cac 16 hdng bao mat trong san phim ciia Microsoft

1. Thong tin cac 16 hong bao mat

STT | CVE M0 ta Link tham khao
- biém: CVSS: 9.1 (nghiém trong)
- MO0 ta: 16 hong trong Microsoft
CVE- Coﬁuntéoﬁhl;gr;ﬁéﬁ};gﬁ fg’;gtﬁggg Ctgg https://msrc.microsoft.com/up
1 2023- | .. 20 L3 hd v dane b dateguide/vulnerability/CVE-
23397 | 44C quyeén. Lo hong nay dang bl 5453 53397
khai thac trong thuc te.
- Anh huéng: Microsoft Outlook,
Microsoft Office.
- Biém: CVSS: 5.4 (trung binh)
- M6 ta: 16 hong trong Windows
SmartScreen cho phép d6i tuong
CVE- | tdn cbng thyc hién tan cong vuot | https://msrc.microsoft.com/up
2 2023- | qua co ché bao mat (Bypass). Lo | dateguide/vulnerability/CVE-
24880 | hong nay dang bi khai thac trong | 2023-24880
thuc té.
- Anh huéng: Windows Server,
Windows 10/11.
- biém: CVSS: 9.8 (nghiém trong)
- M6 ta: 10 hong trong HTTP _ :
CVE- BPYY https://msrc.microsoft.com/up
3 2023- P;rOtOACOI Stack c_ho Ph?p doi twong dateguide/vulnerability/CVE-
93392 tan cong thyc thi ma tur xa. 92023-23392
- Anh hudng: Windows Server,
Windows 11.
- biém: CVSS: 9.8 (nghiém trong)
- M6 ta: 16 hong trong Internet
CVE- | Control Message Protocol (ICMP) | https://msrc.microsoft.com/up
4 | 2023- | cho phép ddi tugng tan cong thuc | dateguide/vulnerability/CVE-
23415 | thi m& tur xa. 2023-23415
- Anh huéng: Windows Server,
Windows 10/11.
- biém: CVSS: 7.8 (cao)
CVE- -Exgl Eaholghggn(?é;[g;%ghﬂté%rgzzg https://msrc.microsoft.com/up
5 2023- A i dateguide/vulnerability/CVE-
23399 | thuc thi matirxa. - _|2023-23399
- Anh hudng: Microsoft Office,
Microsoft Excel, Microsoft 365.
- biém: CVSS: 7.2 (cao)
CVE- | - Mb ta: 15 hong trong Windows | https://msrc.microsoft.com/up
6 2023- | DNS Server cho phép dbi tuong | dateguide/vulnerability/CVE-
23400 | tan cong thuc thi ma tir xa. 2023-23400
- Anh huéng: Windows Server.




2. Huéng din khic phuc

Bién phép tot nhat dé khac phuc 1a cap nhat ban va cho céc 16 hdng bao mat
néu trén theo huéng dan caa hang. Cac don vi tham khao cac ban cap nhat phu hop
cho c4c san pham dang sir dung tai link nguén tham khao cuaa phu lyc.

3. Tai li€éu tham khao

https://msrc.microsoft.com/update-guide
https://www.zerodayinitiative.com/blog/2023/3/14/the-march-2023-
security-update-review
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