BO GIAO THONG VAN TAI ~ CONG HOA XA HQI CHU NGHIA VIET NAM

CUC HANG HAI VIET NAM DPéc 1ap - Tw do - Hanh phic
8é: 3356 JCHHVN-KHCNMT Ha Ngi, ngay 31thang 7  ndm 2024
Vv canh bao céc 16 hong bao mat thang
7 nam 2024.
Kinh gtri:

- Cac don v1 truc thudc.
- Cong ty TNHH MTYV Thong tin di¢n t&r hang hai Viét Nam.

Cuc Hang hai Viét Nam nhan dugc thong tin cdnh bdo tir cdc co quan chirc
nang vé rili ro an toan thong tin lién quan dén san pham ciia Microsoft (Windows
Remote Desktop Licensing Service, Windows Imaging Component, SharePoint
Server, Office, Windows Hyper-V, Windows MSHTML Platform) va
CrowdStrike:

- C4c 15 hong bao mat lién quan dén san pham ciia Microsoft cho phép doi
tugng tan cong thuc thi ma tir xa.

- Sur ¢6 lién quan dén san pham cua CrowdStrike di gay anh huong téi nhiéu
co quan, to chic trén thé gidi, trong d6 bao gdm Purc, Singapore, Tay Ban Nha,
An D9, Israel, Nam Phi,.... Cu thé, cAc may tinh chay hé diéu hanh Windows 10
va cai dat phan mém Falcon Sensor cua hiang CrowdStrike déu gap 16i man hinh
xanh (Blue Screen Of Death - BSOD) va khdng thé khai dong lai dé hoat dong
binh thudng. Didu nay gay anh huéng téi hé thong théng tin va hoat dong cua cé
nhan, co quan, t6 chic. Nha phat trién CrowdStrike da dua ra thong bao xac nhan
rai ro va thuc hién khoi phuc phan mém Falcon Sensor dé tranh gay thém anh
huong téi thiét bi cua nguoi dung.

Pé bao dam an toan thong tin, an ninh mang cho Hé thong cong nghé thong
tin cia Cuc Hang hai Viét Nam va cac don vi truc thudoc, Cuc Hang hai Viét Nam
yéu cau Cong ty TNHH MTV Thong tin dién tir hang hai Viét Nam va cac don vi
truc thudce chu dong thuc hién cac bi¢n phap sau:

1. Kiém tra, ra soat hé thong thong tin dang str dung c6 kha nang bi anh
huong bai cac ma doc va rai ro an toan thong tin trén. Chua dong theo doéi cac
thong tin lién quan nham thuc hién khac phuc rui ro trong truong hop bi anh
hudng.

2. Tang cudng giam sat va san sang phuong an xu ly khi phat hién c6 dau
hiéu bi khai théc, tan cong mang; ddng thoi thudng xuyén theo ddi kénh canh bao
Clia cac co quan chirc nidng VA c4c t6 chirc 1on vé an toan thong tin dé phat hién
Kip thdi cac nguy co tan cong mang.



Truong hop can thiét, lién hé véi Trung tm Cong nghé thong tin - B6 Giao
thdng van tai (dng Duwong Pinh Trung - $é dién thogi 0985366388) va cac co quan
chtic nang vé an toan, an ninh mang dé dugc hd tro xu 1y.

(Théng tin chi tiét va hudng ddn khdc phuc doi véi céc thiét bi da bi anh
huwong dwoc trinh bay tai phu luc kém theo).

Cuc Hang hai Viét Nam yéu cau cac don vi trién khai thyc hién./.

Noi nhdn: ,

- Nhur trén;

- Cuc trudng (dé b/c);
- Luu: VT, KHCNMT.




Phu luc 1

THONG TIN VE CAC LO HONG AN TOAN THONG TIN
TRONG SAN PHAM MICROSOFT

1. Théng tin cac 18 hong an toan thong tin

STT CVE Mo ta Link tham khao
CVE- 2 . .~__ | https://msrc.microsoft.com/update-
2024- ;mf;)em CVSS: 9.8 (Nghiem | o i de/vulnerability/CVE-2024-
38074 T x R . 38074
- Mo ta: L6 hong trong Windows , .
CVE- Remote  Desktop  Licensing https://msrc.microsoft.com/update-
1 | 2024- ) L A x guide/vulnerability/ CVE-2024-
38076 SAervwe cho'phfp‘dm tuong tan 38076
cong thuc thi ma tur xa. . )
CVE- : U https://msrc.microsoft.com/update-
2024- 'Zg‘gghzg‘fgnzgdlzvglgfgv Séo%‘;”er guide/vulnerability/CVE-2024-
38077 ’ ’ ’ ’ ' 38077
- Piém CVSS: 8.8 (Nghiém
trong)
- M6 ta: L3 hong trong Windows
CVE- Imaging Component cho phép | https://msrc.microsoft.com/update-
2 | 2024- dbi turong tan cong thuc thi ma tir | guide/vulnerability/CVE-2024-
38060 Xa. 38060
- Anh huéng: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.
- Piém CVSS: 7.2 (Nghiém
CVE- trong) https://msrc.microsoft.com/update-
2024- - M6 ta: LS hong trong Microsoft | guide/vulnerability/CVE-2024-
38023 SharePoint Server cho phép d6i 38023
CVE- tugng tan cong thuc thi ma tir xa. | https://msrc.microsoft.com/update-
3 | 2024- - Anh  hudng: Microsoft | guide/vulnerability/CVE-2024-
38024 SharePoint Server 2019, 38024
CVE- Microsoft SharePoint Enterprise | https://msrc.microsoft.com/update-
2024- Server 2016, Microsoft | guide/vulnerability/CVE-2024-
38094 SharePoint Server Subscription 38094
Edition.
- Piém CVSS: 8.8 (Cao)
- M6 ta: LS hong trong Microsoft
CVE- OAfﬁcehChOhPheP ‘dOI tuong tan https://msrc.microsoft.com/update-
4 | 2024- coggltl iCt lr_na tr xa. & Offi guide/vulnerability/ CVE-2024-
38021 - Anh hudng: Microsoft Office 38021

2016, 2019, Microsoft Office
LTSC 2021, Microsoft 365 Apps
for Enterprise.




CVE-
2024-
38080

- Piém CVSS: 7.8 (Cao)

- M6 ta: L hong trong Windows
Hyper-V cho phép dbi tuong tin
cong thuc hién leo thang dac
quyén. L& hong hién dang bi khai
thac trong thuc té.

- Anh hudng: Windows 11,
Windows Server 2022.

https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2024-
38080

CVE-
2024-
38112

- Biém CVSS: 7.5 (Cao)

- M6 ta: LS hong trong Windows
MSHTML Platform cho phép d6i
tugng tAn cong thyc hién tan cong
gid mao (spoofing). L& hong hién
dang bi khai thac trong thuc té.

- Anh huong: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2024-
38112

2. Hwéng dan khic phuc

Bién phap tot nhat dé khac phuc Ia cap nhat ban va cho cac 16 hong an toan
thong tin ndi trén theo hudng dan cua hang. Quy don vi tham khao cac ban cap
nhat phu hgp cho cac san pham dang str dung tai link nguon tham khao tai muc 1

cua Phu lyc.

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/7/9/the-july-2024-security-

update-review




Phu luc 2
THONG TIN CHI TIET VE RUI RO AN TOAN THONG TIN

1. Thong tin chi tiét vé rii ro an toan thong tin lién quan dén san pham
caua CrowdStrike

Céc may tinh chay hé diéu hanh Windows 10 va cai d4t phan mém Falcon
Sensor cua hing CrowdStrike d€u gap 16i man hinh xanh (Blue Screen Of Death
- BSOD) va khong the khoi dong lai dé hoat dong binh thuong. Dicu nay gay anh
huong téi hé thong thong tin va hoat dong cua ca nhan, co quan, t6 chuc. Nha
phz"it tri@n CrowdStrike da dua ra thong bao xac nhan rai ro Vé\,thu:c hién khéi phuc
phan mém Falcon Sensor dé tranh gay thém anh hudng téi thiét bi cia nguoi dung.

Huwéng dan khic phuc doi véi cac thiét bi da bi anh hwéng:

Budc 1: Khai dong lai may tinh va vao ché do Safe Mode hoic Windows
Recovery Environment.

Budc 2: Truy cap thu muc “C:\Windows\System32\drivers\CrowdStrike”

Budc 3: X6a bo cac tap tin c6 dinh dang “C-00000291*.sys™ (tép tin co dinh
dang .sys va tén bat ¢au bang chuoi C-00000291)

Budc 4: Khoi dong lai may tinh va st dung nhu binh thuong.

2. Tai liéu tham khao

https://supportportal.crowdstrike.com/s/article/Tech-Alert-Windows-
crashes-related-to-Falcon-Sensor-2024-07-19
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