BO GIAO THONG VAN TAI CONG HOA XA HQI CHU NGHIA VIET NAM
CUC HANG HAI VIET NAM Doc lap - Tw do - Hanh phuc

S6: 4256 /CHHVN-KHCNMT Ha Ngi, ngdy 11thang 9  nam 2024
VIV canh bao cac 10 hong bao mat.

Kinh gtri:
- Cac don vi truc thudc.
- Cong ty TNHH MTV Thong tin dién tir hang hai Viét Nam.

Cuc Hang hai Viét Nam nhan duogc thong tin canh béo tir cac co quan chure
nang Vé rai ro an toan thong tin lién quan dén san pham caa Microsoft (Windows
TCP/IP, Windows Line Printer Daemon (LPD) Service, Project, Edge, Windows
Ancillary Function Driver for WinSock, Windows Power Dependency
Coordinator) va chién dich tan cbéng c6 cha dich mai s dung ky thuat
AppDomainManager Injection dé phat tin ma doc tir thang 07/2024 (chién dich
nay, co thé lién quan dén nhom APT 41, da anh hudng dén cac t6 chac chinh pha
va quan su trong khu vuc Chau A - Thai Binh Duong, bao gom ca Viét Nam).

(Théng tin chi tiét cac 16 hong an toan thdng tin, chién dich tdn cong tai
phu luc kém theo).

Pé bao dam an toan thong tin, an ninh mang cho Hé thong cong nghé thong
tin cua Cyc Hang hai Viét Nam va cac don vi truc thudc, Cuc Hang hai Viét Nam
yéu cau Cong ty TNHH MTV Thong tin dién ttr hang hai Viét Nam va cac don vi
truc thudc chua dong thuc hién cac bién phap sau:

1. Kiém tra, ra sot, xac dinh méy tinh sir dung hé diéu hanh Windows c6
k’hé nang bi anh huong. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi
tan cong.

2. Kiém tra, ra soat hé théng thong tin dang sir dung c6 kha ning bi anh
huong bai chién dich tin cong trén. Chu dong theo ddi cac thong tin lién quan dén
chién dich nham thyc hién ngan chin nham tranh nguy co bi tan céng.

3. Tang cuong giam sat va sin sang phuong an xir ly khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo doi kénh canh bao

Cua cac co quan chirc nang va cac t6 chirc 16n vé an toan thong tin dé phét hién
kip thoi cac nguy co tan cong mang.

Truong hop can thiét, lién hé voi Trung tam Cong nghé théng tin - Bo Giao
thong van tai (ng Duong Pinh Trung - sé dién thogi 0985366388) va cac co quan
chtic nang vé an toan, an ninh mang dé duoc hd tro xu ly.



Cuc Hang hai Viét Nam yéu cau cac don vi trién khai thyc hién./.
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Phu luc 1

THONG TIN VE CAC LO HONG AN TOAN THONG TIN

TRONG SAN PHAM MICROSOFT

1. Théng tin cac 16 hang

STT| CVE Mo ta Link tham khao
- Biém CVSS: 9.8 (Nghiém trong)
cve. |- Mot Lo hong trong Windows TCP/IP cho https://msrc.microsoft.com/
phép doi tuwong tan cong thuc thi ma tir xa. . -
1 |2024- : R . update-guide/vulnerability/
38063 |- Anh huong: Windows 10, Windows 11, CVE-2024-38063
Windows Server 2008, 2012, 2016, 2019,
2022.
- iém CVSS: 9.8 (Cao)
- M6 ta: L6 hong trong Windows Line Printer
CVE- Izaen}on (LPD) .SerNV lee cho pl}ep Qm tuf@? https://msrc.microsoft.com/
tan cong thuc thi ma tir xa. Thong tin chi tiét . -
2 | 2024- A 1X 1A ~ A XA . update-guide/vulnerability/
38199 | V€ 16 hong da duoc cong bo cong khai. CVE-2024-38199
- Anh hudéng: Windows 10, Windows 11,
Windows Server 2008, 2012, 2016, 2019,
2022.
- Biém CVSS: 8.8 (Cao)
- Mo ta: L6 hong trong Microsoft Project cho
CVE- | phép doi tugng tan cong thyc thi ma tir xa. Lo, https://msrc.microsoft.com/
3 | 2024- | hong hién dang bi khai thac trong thyc t€. update-guide/vulnerability/
38189 |- Anh hudng: Microsoft Project 2016, | CVE-2024-38189
Microsoft Office 2019, Microsoft 365 Apps
for Enterprise, Microsoft Office LTSC 2021.
CVE- 2 . https://msrc.microsoft.com/
2024- | Dl?quV:SS.RSA (Cao) . update-guide/vulnerability/
- M6 ta: Lo hong trong Microsoft Edge cho
38218 A S AP CVE-2024-38218
4 phép doi tuwong tan cong thuc thi ma tir xa. _ .
CVE- : \ : X https://msrc.microsoft.com/
- Anh huodng: Microsoft Edge (Chromium- . -
2024- based) update-guide/vulnerability/
38219 ' CVE-2024-38219
- biém CVSS: 7.8 (Cao)
- M6 ta: L6 hong trong Windows Ancillary
CVE- Functlon Driver for WinSock cho phép d01 https://msrc.microsoft.com/
tuong tn cong thuc hién leo thang dic quyen . -
5 |2024- update-guide/vulnerability/
18193 Lo hong hién dang bi khai thac trong thuc té. CVE-2024-38193
- Anh hudng: Windows 10, Windows 11,
Windows Server 2008, 2012, 2016, 2019,
2022.
- Diém CVSS: 7.8 (Cao)
CVE- |- M6 ta: Ld hong trong Windows Power| https://msrc.microsoft.com/
6 | 2024- | Dependency Coordinator cho phép doi twong update-guide/vulnerability/
38107 | tan cong thuc hién leo thang dic quyen Lo CVE-2024-38107

hong hién dang bi khai thac trong thuc té.




- Anh huong: Windows 10, Windows 11,
Windows Server 2012, 2016, 2019, 2022.

CVE- |- biém CVSS: 7.8 (Cao) https://msrc.microsoft.com/
2024- |- Mb ta: L6 hong trong Microsoft Excel cho | update-guide/vulnerability/
| 38170 | phép d6i twong tan cong thuc thi ma tirxa. | CVE-2024-38170
CVE- |- Anh hudng: Microsoft 365 Apps for | https://msrc.microsoft.com/
2024- | Enterprise, Microsoft Office LTSC for Mac | update-guide/vulnerability/
38172 | 2021. CVE-2024-38172
- Piém CVSS: 7.8 (Cao)
- M6 ta: LS hong trong Microsoft PowerPoint
CVE- | cho phép ddi twong tan cong thuc thi ma tir xa. | https://msrc.microsoft.com/
8 |2024- |- Anh hudng: Microsoft PowerPoint 2016, | update-guide/vulnerability/
38171 | Microsoft Office 2019, Microsoft Office | CVE-2024-38171
LTSC 2021, Microsoft 365 Apps for
Enterprise.
- iém CVSS: 7.5 (Cao)
CVE- | M6 té}:. Lo hén‘% trOP £ Scriptin.g E~ngine Chg https://msrc.microsoft.com/
phép doi tuong tan cong thuc thi ma tir xa. Lo . -
9 |2024- hé A : 2 < update-guide/vulnerability/
38178 ong hién dang bi khal thac trong .thu’c te. CVE-2024-38178
- Anh hudéng: Windows 10, Windows 11,
Windows Server 2012, 2016, 2019, 2022.
- Piém CVSS: 7.3 (Cao)
- M6 ta: LS hdng trong Windows Update
CVE- | Stack cho phép dbi tugng tan cong thuc hién | https://msrc.microsoft.com/
10 | 2024- | leo thang dic quyén. Thong tin chi tiét vé 15 | update-guide/vulnerability/
38202 | hong di dugc cong bd cong khai. CVE-2024-38202
- Anh huong: Windows 10, Windows 11,
Windows Server 2016, 2019, 2022.
- Piém CVSS: 7.0 (Cao)
- M6 ta: L hong trong Windows Kernel cho
CVE- | phép dbi tugng tan cong thuc hién leo thang| https://msrc.microsoft.com/
11 | 2024- |dic quyén. Lo hong hién dang bi khai thac| update-guide/vulnerability/
38106 | trong thyc té. CVE-2024-38106
- Anh huong: Windows 10, Windows 11,
Windows Server 2012, 2016, 2019, 2022.
- Diém CVSS: 6.7 (Cao)
- Mo ta: L& hong trong Windows Secure
CVE- | Kernel Mode cho phép d01 tugng tin cong | https://msrc.microsoft.com/
12 | 2024- | thyc hién leo thang dic quyén. Thdng tin chi | update-guide/vulnerability/
21302 | tiét vé 16 hong da duoc cong bd cong khai. | CVE-2024-21302

- Anh huong: Windows 10, Windows 11,
Windows Server 2016, 2019, 2022.




13

CVE-
2024-
38173

- Piém CVSS: 6.7 (Cao)

- M6 ta: L6 hong trong Microsoft Outlook cho
phép dbi tuong tin cong thyuc thi ma tir xa.

- Anh huong: Microsoft Outlook 2016,
Microsoft Office 2019, Microsoft Office
LTSC 2021, Microsoft 365 Apps for
Enterprise.

https://msrc.microsoft.com/
update-guide/vulnerability/
CVE-2024-38173

14

CVE-
2024-
38200

- Piém CVSS: 6.5 (Cao)

- M6 ta: L6 hong trong Microsoft Office cho
phép dbi twong tin cong thuc hién tin cong
gia mao (spoofing). Thong tin chi tiét vé 15
héng da dugc cong bd cong khai.

- Anh huong: Microsoft Office 2016, 2019,
Microsoft 365 Apps for Enterprise, Microsoft
Office LTSC 2021.

https://msrc.microsoft.com/
update-guide/vulnerability/
CVE-2024-38200

15

CVE-
2024-
38213

- Piém CVSS: 6.5 (Cao)

- M6 ta: Ld hong trong Windows Mark of the
Web Security cho phép d6i tuong tan cong
vuot qua co ché bao vé. L6 hong hién dang bi
khai thac trong thuc té.

- Anh huong: Windows 10, Windows 11,
Windows Server 2012, 2016, 2019, 2022.

https://msrc.microsoft.com/
update-guide/vulnerability/
CVE-2024-38213

2. Hwéong dan khic phuc

Bién phap tot nhat dé khac phuc 13 cap nhat ban va cho cac 16 hong an toan
thong tin noi trén theo hudng dan ctia hang. Quy don vi tham khdo cac ban cap
nhat phu hop cho cac san pham dang str dung tai link nguén tham néu tai muc 1.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/8/13/the-august-2024-
security-update-review




Phu luc 2
THONG TIN CHI TIET VE CHIEN DICH TAN CONG

1. Théng tin chi tiét

Chien dich tan cong c6 chi dich méi sir dung k¥ thuat AppDomainManager
Injection d€ phat tan ma doc tir thang 07/2024. Ma doc trong thén dich nay duoc
xac dinh la CobaltStrike, véi cac dau hiéu ky thuat va ha tang twong tu nhom
APT41. Chien dich dé gay ra nhitng tac dong anh huong dén cac to chuc chinh
phu tai Dai Loan, cac don vi quan sy ¢ Philippines... Dieu nay cho thay quy mo
va tinh chat nguy hiém cua cudc tan cong, doi hoi cac bién phap phong chong
nang cao tir cac co quan an ninh mang trong khu vuc.

Céc don vi c0 thé tai xuong cac ma 10C tai https://alert.khonggianmang.vn/

Duo6i day 1a mét s6 ToC lién quan dén c4c tan cong gan day

Krislabl.] site msn-microsoft[.] org
s2cloud-amazon][.] com s3bucket-azure[.] online
s3cloud-azure[.] com s3-microsoft[.] com
trendmicrotech[.] com visualstudio-microsoft[.] com
xtools[.] lol 0

2. Tai liéu tham khao

https://jp.security.ntt/techs_blog/appdomainmanager-injection


https://alert.khonggianmang.vn/
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