BO GIAO THONG VAN TAI CONG HOA XA HQI CHU NGHIA VIET NAM
CUC HANG HAI VIET NAM Poc lap - Tw do - Hanh phuc

S6: 4723 /CHHVN-KHCNMT Ha Ngi, ngay 09 thang 10  ndm 2024
Vv canh bao 10 hong bao mat.

Kinh guri:
- Cac don vi truc thudc.
- Cong ty TNHH MTYV Thong tin di¢n tir hang hai Vi¢t Nam.

Cuyc Hang hai Viét Nam nhén dugc thong tin canh bao tir cac co quan chirc
nang vé rii ro an toan thong tin lién quan dén san pham caa Microsoft (Microsoft
Office and Components, Windows Hyper-V, Windows DHCP Server, Microsoft
Streaming Service, Microsoft Management Console, Windows MSHTML
Platform, Microsoft Dynamics 365 (on-premise),...). Cac 16 hong bao mat nay
cho phép d6i twong tan cong thuc thi ma tir xa. (Thdng tin chi tiét tai phu luc kém
theo).

Pé bao dam an toan thong tin, an ninh mang cho Hé thong cong nghé thong
tin cua Cuc Hang hai Viét Nam va cac don vi truc thudc, Cuc Hang hai Viét Nam
yéu cau Cong ty TNHH MTV Thong tin dién tir hang hai Viét Nam va cac don vi
truc thudc chua dong thuc hién cac bién phap sau:

1. Kiém tra, ra soat, xac dinh cc h¢ thong thdng tin ¢ kha nang bi anh huong
boi cac ma doc néu trén. Chu dong theo ddi céc thong tin lién quan dén ma doc tur
héng dé thuc hién nang cap Ién phién ban maéi nhat nham tranh nguy co bi tan
cong.

2. Tang cuong giam sat va sin sang phuong an xu Iy khi phét hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thudng xuyén theo déi kénh canh bao
clia cac co quan chic ning va cac to chuc vé an toan thong tin dé phat hién
kip thoi cac nguy co tan cong mang.

Truong hop can thict, lién hé voi Trung tim Cong nghé thong tin - BO Giao
thdng van tai (6ng Duong Dinh Trung - so dién thogi 0985366388) va cac co quan
chtrc nang vé an toan théng tin, an ninh mang dé dugc hé tro xu ly.

Cuc Hang hai Viét Nam yéu cau cac don vi trién khai thyuc hién./.
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Phu luc 1

1. Théng tin cac 16 hang

THONG TIN VE CAC LO HONG BAO MAT
TRONG SAN PHAM MICROSOFT

STT| CVE Mo ta Link tham khao
- Piém CVSS: 9.8 (Nghiém trong)
CVE- |, Mo ta: LO honfg trof 8 Mlcrosfft vadows https://msrc.microsoft.com/
Update cho phép doi twong tan cong thuc . e
1 |2024- s X2 L ia I update-guide/vulnerability/
43491 thi ma tw xa.lLo hong hién dang bi khai thac CVE-2024-43491
trong thyc té.
- Anh huéng: Windows 10.
CVE- https://msrc.microsoft.com/
2024- update-guide/vulnerability/
38018 |- Piém CVSS: 8.8 (Nghiém trong) CVE-2024-38018
CVE- |- M5 ta: L hong trong Microsoft SharePoint | https://msrc.microsoft.com/
2024- | Server cho phép dbi twong tan cong thuc thi | update-guide/vulnerability/
5 38227 | ma tur xa. CVE-2024-38227
CVE- |- Anh huong: Microsoft SharePoint Server | https://msrc.microsoft.com/
2024- | 2019, Microsoft SharePoint Enterprise Server | update-guide/vulnerability/
38228 | 2016, Microsoft SharePoint Server | CVE-2024-38228
CVE- | Subscription Edition. https://msrc.microsoft.com/
2024- update-guide/vulnerability/
43464 CVE-2024-43464
- Piém CVSS: 8.8 (Cao)
- M6 ta: LS hong trong Windows MSHTML
CVE- | Platform cho phép ddi twong tin cong thyc | https://msrc.microsoft.com/
3 | 2024- | hién tan cong gia mao (spoofing). update-guide/vulnerability/
43461 |- Anh huong: Windows 10, Windows 11, | CVE-2024-43461
Windows Server 2008, 2012, 2016, 2019,
2022.
CVE- 2 , https://msrc.microsoft.com/
2024 |~ P1Em CVSS: 8.1 (Cao) | update-guide/vulnerability/
21416 | Mo ta,:'Lo hong’ trong Wlndows TCP/IP cho CVE-2024-21416
4 phép doi tugng tan cong thuc thi ma tir Xa. _ .
CVE- . X : . https://msrc.microsoft.com/
- Anh hudng: Windows 10, Windows 11, . e
2024- Windows Server 2019. 2022 update-guide/vulnerability/
38045 ’ ' CVE-2024-38045
- Diém CVSS: 7.8 (Cao)
- Mo ta: L6 hong trong Windows Installer cho
CvE- | Phép doi tugng tan cong thyc hién leo thang https://msrc.microsoft.com/
5 |2024- ddc quyen. ;LO hong hién dang bi khai thic update-guide/vulnerability/
3go14 | rong thuc te. CVE-2024-38014

- Anh huong: Windows 10, Windows 11,
Windows Server 2008, 2012, 2016, 2019,
2022.
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STT| CVE Mo ta Link tham khao
- Piém CVSS: 7.8 (Cao)
CVE- | Mo té,: nghéng tml}g Microsoﬁ Offic? \(isio https://msrc.microsoft.com/
cho phép doi tugng tan cong thyuc thi ma tir xa. . o
6 |2024- : , : . update-guide/vulnerability/
43463 | - _Anh huorpg: Microsoft V_lSlo 2016, CVE-2024-43463
Microsoft Office LTSC 2021, Microsoft 365
Apps for Enterprise, Microsoft Office 2019.
- Piém CVSS: 7.3 (Cao)
- Mo ta: L§ hong trong Microsoft Publisher
cve- | Cho phep doi trong tan cong vuot qua co che https://msrc.microsoft.com/
bao vé€. L6 hong hién dang bi khai thac trong . -
7 | 2024- thue té update-guide/vulnerability/
38226 | _ Anh huéng: Microsoft Publisher 2016, CVE-2024-38226
Microsoft Office LTSC 2021, Microsoft
Office 2019.
- Piém CVSS: 5.4 (Cao)
CVE- |- Mo ta: L hong trong Windows Mark of the | https://msrc.microsoft.com/
2024- | Web cho phép d6i tuong tin cong vugt qua co | update-guide/vulnerability/
g | 38217 ché bao vé. L3 hong hién dang bi khai thic | CVE-2024-38217
CVE- | trong thuc te. https://msrc.microsoft.com/
2024- |- Anh huong: Windows 10, Windows 11, | update-guide/vulnerability/
43487 | Windows Server 2008, 2012, 2016, 2019, | CVE-2024-43487
2022.
2. Hwéng dan khic phuc

Bién phap tot nhat dé khac phuc 13 cap nhat ban va cho céac 16 hong an toan
thong tin noi trén theo hudng dan ctia hang. Quy don vi tham khado cac ban cép
nhat phu hop cho céc san pham dang sir dung tai link nguén tham khao tai muc 1
cua Phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/9/10/the-september-2024-
security-update-review
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