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CUC HANG HAI VIET NAM Doc 14p - Ty do - Hanh phic

8é: 3050 JCHHVN-KHCNMT Ha Ngi, ngay 31thang 10ndm 2024
VIV tang cudng cong tac bao dam an toan
thong tin, an ninh mang.

Kinh gtri:
- Cac to chire giup viée Cuc trudng;
- Cac don vi truc thudc;
- Cong ty TNHH MTYV Thong tin di¢n t&r hang hai Viét Nam.

Trong thoi gian vira qua Cuc Hang hai Viét Nam nhan dugc thdng tin mot
s6 nguoi ding hop thu dién tr cia Cuc Hang hai Viét Nam
(mail.vinamarine.gov.vn) nhian duoc thu dién ta (email) véi tiéu dé “Thong tu vé
viéc xtr Iy tai liéu bi mat nha nuée” va trong noi dung cé yéu cau mo file dinh
kém. Sau khi kiém tra, danh gia, Cuc Hang hai Viét Nam phat hién mot sé diém
bat thuong vé cac email nay: email dugc gui tir dia chi IP & nudc ngoai; ndi dung
email chira nhiéu théng tin bat thuong va c6 kha niang lira dao, tiém an nguy co
co virus trong file dinh kém.

Dé bao dam an toan théng tin, an ninh mang Hé théng cdng nghé théng tin
cua Cuc Hang hai Viét Nam va cac don vi truc thuoc, Cuc Hang hai Viét Nam
y&u cau cac don vi chi dong thuc hién nhitng ndi dung sau:

1. Théng bao cho toan thé cong chic, vién chac va ngudi lao dong vé vu
viéc néu trén. Bdi véi nhirng tai khoan nhan duoc email néu trén yéu cau khong
m¢ file dinh kém va x6a email d6 ngay. Néu da mo file dinh kém thi thuc hién
kiém tra, ra soat toan bd hé thong thong tin va tién hanh quét virus trén thiét bi dé
ngan chan viéc phat tan virus.

2. Chu dong tuyén truyén nang cao nhan thic vé bao d¢am an toan thdng tin,
an ninh mang cho cong chuc, vién chic va nguoi lao dong cua don vi. Tang cuong
trién khai cac bién phép quan ly, k§ thuat nham bao ¢am an toan, an ninh mang
cho hé thdng théng tin phuc vu hoat doéng noi bo cua don vi va cac hé théng cung
cap dich vu cong truc tuyén. Trong d6 can luu y khong ma file dinh kém hoac
nhap vao bat ky duong dan (link) la tir cac email khong rd dia chi, khéng phuc vu
muc dich giai quyét cong viéc cia co quan, don vi;. ..

Thudng xuyén theo ddi kénh canh béo cua cac co quan chirc ning va cac to
chtc vé an toan théng tin, an ninh mang dé phat hién kip thoi cac nguy co tan
cong mang; va thuong xuyén truy cap Trang thong tin dién t&r cua Cuc Hang hai
Viét Nam (Chuyén muc Chuyén doi sé6 tai website c¢6 dia chi
https://vinamarine.gov.vn/vi/chuyen-doi-so) dé cap nhat cac canh bao, huéng dan
vé an toan thang tin, an ninh mang.



3. Cai dat, sir dung cac phan mém (trong dé cé phan mém diét virus) cé ban
quyén cho céc thiét bi may tinh, may chu cua don vi minh dé phuc vu nhu cau giai
quyét cdng viéc.

4. T6 chirc thuc hién bao tri cac san pham cua dy an céng nghé thong tin
theo quy dinh tai khoan 26, Diéu 1 cua Nghi dinh sé 82/2024/ND-CP ngay
10/7/2024 cua Chinh phu sta d6i, bd sung mot sé diéu cua Nghi dinh sé
73/2019/ND-CP ngay 05 thang 9 nim 2019 cua Chinh phu quy dinh quan 1y dau
tu (rng dung cdng nghé thdng tin sir dung ngudn vén ngan sach nha nudc.

5. Trudng hop can thiét, lién hé véi Trung thm Cong nghé thong tin - Bo
Giao thong van tai (6ng Dwong Pinh Trung - Sé dién thogi 0985366388); Phong
KHCNMT - Cuc Hang hai Viét Nam (dng Bui Ngoc Thi — S¢ dién thoqi
0374596606); va cac co quan chirc ning vé an toan, an ninh mang dé duoc hd tro
Xt ly.

Cuc Hang hai Viét Nam yéu cau cac don vi nghiém t(c trién khai thuc hién.
Thu trudng cac don vi chiu trach nhi€m trudc Cuc truong Cuc Hang hai Viét Nam
néu dé Xay ra su cd mit an toan thong tin, an ninh mang tai don vi minh./.
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